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BYOD, Mobile Security  

and Mobile Device  

Management (MDM) 

Michael F. Finneran 

Principal, dBrn Associates, Inc. 
mfinneran@dbrnassociates.com 
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 Independent consultant and industry analyst specializing in wireless and 
mobility 

 Consult with vendors, carriers, and end users on the full range of mobility 
issues  

 Speak at numerous industry conferences including InterOp, Info Week 500, and 
Enterprise Connect where I chair the mobility track 

 Write regularly on mobility topics for  Information Week, NoJitter.com, 
Webtorials, Network Computing, and UCStrategies.com 

 Published hundreds of columns and articles as well as white papers, reports, 
product comparisons, and industry research including the State of UC and the 
State of Mobile Security surveys for Information Week 

 Wrote the book: Voice over Wireless LANs- The Complete Guide (Elsevier, 2007) 

Michael F. Finneran 

Principal, dBrn Associates, Inc. 
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Session Outline 

 Developments in Enterprise 
Mobility  

 Mobility Management and 
BYOD 

 Mobile Policy Development 

 Mobile Device Management 

 Panel: Managing Mobility in a 
BYOD World (11:30 AM to 
Noon) 

 Mobile Device Ecosystems 

 The Tablet Revolution 

 Mobile Security Overview 

 Authentication Options 

 Encryption and Privacy 

 Software Security 

 WLAN Security 

 Panel: WLAN Developments: 
Trends, Technologies, and What 
Enterprise Users Should Be 
Doing Them (3:45 to 4:15 PM) 

 Wrap Up 

 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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BYOD, Mobile Security and Mobile Device 

Management 
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Developments in 

Enterprise Mobility 
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Wireless Landscape 

 Consumer focus dominates 

 Consumer mobile experiences shape enterprise user 
expectations- enterprise will still require security, management, 
and support 

 Devices Rule:  

o Mobile operators still key in selling and “financing” smartphones 
o Tablets are taking a different route to market 

 With 4G, wireless networks now rival wired in reliability and 
capacity 

 Spectrum demand still outstripping supply- Wi-Fi opportunity! 

 Battery Challenges Persist 

5 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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Macro Issues in Mobility 

 WebRTC: Real time communications in a Web Browser 

 HTML5: End of “Apps”? 

 Rich Communication Service (RCS): UC-like capabilities from 
mobile operators 

 Industry analyst Chetan Sharma predicts mobile data will be 
95% of global mobile traffic by 2015 

 VoLTE: VoIP comes to the mobile network 

 Shared Data Plans : Shift from “ARPU” to “ARPA” (“Account”) 

 Fear of the dreaded “dumb pipe scenario” 

6 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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Rich Communications Services 
 Standalone Messaging 

 1-2-1-Chat 

 Group Chat 

 File Transfer 

 Content Sharing 

 Social Presence Information 

 IP Voice Call 

 Best Effort Video call 

 Geolocation Exchange 

 Network based blacklist 

 Capability Exchange based on Presence or SIP OPTIONS 

7 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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Is This “Mobility”? 
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Or Is This “Mobility”? 
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How About This? 
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Or Is M2M “Mobility”? 

11 

Smart Machines 

Smart Cars 

Smart Meters 

www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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Mobility Market 

12 

Networks Devices Applications 

Public 

o  Cellular 

    - 2G, 3G, 4G 

o  WiMAX 

o  Specialized 

o Basic Phones 

o Feature Phones 

o Smartphones 

o Tablets 

o Laptops 

o Dongles/Wi-Fi Routers 

o Mobile Computers 

o M2M: Meter reading, healthcare  

    monitoring, eBook readers, etc. 

 

o Voice 

o Non-Voice Communications 

     - Text, pictures, email 

o Personal Info Management 

o Entertainment 

oBusiness to Consumer (B2C) 

o Business to Employee (B2E) 

   - Generic (Expense Tracking) 

   - Canned  (Salesforce.com) 

   - Customized Line of Business 

 

Private 

o  Wi-Fi 

o  DECT 

o  Specialized 

 

www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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Mobility Use Cases 
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Fixed Nomadic 
Local 

Mobile 

Wide Area  

Mobile 

Description 

Stationary 
regular work 
location 

Stationary but 
not at a 
regular work 
location 

Mobile within 
the office 

“Out and 
About” 

Equipment 

Desktop, 
Laptop, 
“Docked” 
Tablet 

Laptop, 
netbook,  
tablet 

Smartphone, 
tablet,  
mobile 
computer 

Smartphone, 
tablet,  
mobile 
computer 

Network 

Services 
Wired LAN 

Public Hot 
Spot, Home 
Wi-Fi,3G-4G 

WLAN, 3G/4G 3G/4G 

www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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Average and Peak Up/Downstream  
3G &4G Data Rates 

Source: PC Magazine’s Fastest Mobile Networks 2012   

Down Stream (Mbps) Upstream (Mbps) 

Average Maximum Average Maximum 

AT&T- 4G 13.71 Mbps 56.07 Mbps 2.87 Mbps 4.98 Mbps 

Sprint- 4G 3.50 Mbps 11.98 Mbps 0.91 Mbps 1.62 Mbps 

Verizon- 4G 8.89 Mbps 49.22 Mbps 6.46 Mbps 17.24 Mbps 

14 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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Fastest Mobile Networks 2012


Theoretical Maximum Data Rates for 

GSM Cellular Data Services    

15 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
 

Technology 
Peak Data Rate (Mbps) 

Downstream Upstream 

GPRS 170 Kbps 170 Kbps 

EDGE 473.6 Kbps 384 Kbps 

UMTS 2.40 Mbps 307 Kbps 

HSPA 28.0 Mbps 11.5 Mbps 

HSPA+ 42.0 Mbps 11.5 Mbps 

4G LTE (Cat 3- 20 MHz Channel) 100 Mbps 50.0 Mbps 

CloudPath v. Racemi
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Main Features 
 More bandwidth efficient coding up to 256-QAM  

    (max. was 64-QAM in 802.11b, 33% increase) 

 Channel Bandwidths to 160 MHz  
    (up from 40 MHz in 802.11n) 

 Up to 8-spatial streams  
    (up from a max of 4 in 802.11n) 
Note: Mobile devices will likely use only one spatial stream 
to conserve battery 

 Multi-User MIMO: Allows an AP to transmit to up to 
4 clients simultaneously 

 FCC announced it is adding an additional  
195 MHz to the U-NII band (5 GHz) 
 

IEEE 802.11ac 
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Theoretical Maximum Data Rate per Spatial Stream (in Mbps) 

 
MCS 
index

  

Modul
ation 
type 

FEC 
Coding 

Rate
  

20 MHz Channel 40 MHz Channel 

 

80 MHz Channel 

 

160 MHz Channel 

 

800ns GI 400ns GI 800ns GI 400ns GI 800ns GI 400ns GI 800ns GI 400ns GI 

0 BPSK 1/2 6.5 7.2 13.5 15 29.3 32.5 58.5 65 

1 QPSK 1/2 13 14.4 27 30 58.5 65 117 130 

2 QPSK 3/4 19.5 21.7 40.5 45 87.8 97.5 175.5 195 

3 16-QAM 1/2 26 28.9 54 60 117 130 234 260 

4 16-QAM 3/4 39 43.3 81 90 175.5 195 351 390 

5 64-QAM 2/3 52 57.8 108 120 234 260 468 520 

6 64-QAM 3/4 58.5 65 121.5 135 263.3 292.5 526.5 585 

7 64-QAM 5/6 65 72.2 135 150 292.5 325 585 650 

8 256-
QAM 

3/4 78 86.7 162 180 351 390 702 780 

9 256-
QAM 

5/6 N/A N/A 180 200 390 433.3 780 866.7 

IEEE 802.11ac 
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Max 802.11ac Data Rates    
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Channel  
Bandwidth 

Theoretical Maximum 
Transmission Rate 

20 MHZ 693.6 Mbps 

40 MHZ  1.60 Gbps 

80 MHZ 3.47 Gbps 

160 MHZ 6.93 Gbps 

CloudPath v. Racemi
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* Doing “business” with 
“consumer” tools 

* Balancing user 
requests/preferences with 
enterprise requirements 
for security, control, and 
support 

* Enabling business 
transformation based on 
mobility 

Enterprise Mobility Challenge 

19 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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Mobility 

Management  

and BYOD 
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Enterprise Mobility Benefits- Speed  

 Accessibility: Reach critical people at critical times 

 Productivity: Work more effectively out of the office 

 Information Access: Immediate access to information to make 
decisions and respond to customers  

 The Result 

1. Business Responsiveness: More efficient, effective, productive workers for 
faster decision making and better customer service 

2. Business Transformation: Access to information is one of the few ways a 
company can differentiate itself today 
 The right information 

 In the right hands 

 At the right time 

 For competitive advantage 

21 
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Business Transformation  

 In 1986, the company introduced the "SuperTracker", the 
hand-held bar code scanner- a first in the shipping 
industry. 

 At the time, mobile data networks ran at 4800 bps! 

o Cellular Digital Packet Data (CDPD) 

o ARDIS 

o Mobitex/BellSouth Wireless Data 

 Every one of their competitors has had to emulate it 

 Package tracking is now one of the major features of 
online shopping- talk about anticipating a trend! 

22 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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Business Transformation  
 Thousands of companies have launched app projects in 

the B2C space 

o The majority of those have been outsourced to external 
developers 

o Often those projects were initiated and executed outside of 
the IT area 

o Mobile customer service integration is one hot new area 

 Our primary focus will be  
on B2E (Business to  
Employee) mobility  
initiatives 

23 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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Mobile Applications Progression 

24 

 

Random, 
Unmanaged 

Mobility 

Managed 
Mobile 

Accessibility 

Mobile 
Applications 

Business 
Transformation 

Return on 
Investment 

Email 

Canned 
Applications- 

including CEBP 

Customized LOB 
Applications 

Complexity 

o B2C 
o Line of Business 
o M2M 
o Location-based 
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Why BYOD? 

 Increase user satisfaction 

 Increase user productivity 

 Reduce cost : 

 Devices and network services 

 User support and administration 

 More off-hours work 

 Accelerate mobile technology adoption 
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Why Not BYOD? 

 Cost Savings or Cost “Transfer”- HR Impact 

 Gray Areas: Traveling on business internationally 

 Support “Transfer”: Is this how you want your employees 
spending their work time? 

 Security: Costs time and money 

 More difficult to deploy LoB applications 

 Ongoing commitment for IT to vet new devices and 
determine acceptability 

 Mobility is the most important development in IT-  
we shouldn’t disengage from it? 

 
26 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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Will BYOD Save Money? 

 Depends entirely on how you design the program 

o What (if any) level of reimbursement will you pay? 

o What level of support will be provided? 

o How technically capable is the work force? 

o Will you be implementing an MDM system? 

o Do you count “soft dollar” productivity gains? 

o Can we accurately measure the amount of time IT will 
be investing? 

 The goal should be to better enable productivity and 
responsiveness 
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BYOD Acceptance 
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Does your mobility policy allow employees to use personal 
mobile devices for work? 

Source: InformationWeek 2013 Mobile Security Survey of 424 business technology professionals, April 2013 

Yes, 68% 

No, but 

we're 

developing 

a policy, 

20% 

No, and we 

have no 

plans to 

allow 

personal 

device use, 

12% 

88% of respondents have or are developing a BYOD policy 

CloudPath v. Racemi
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BYOD Policies 
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Which best describes your mobile device policy? 

Source: InformationWeek 2013 Mobile Security Survey of  business technology professionals, April 2013 
     Base: 375 respondents at organizations with, or developing, a policy for personal mobile device use 

Users can bring 
in a limited 

range of 

devices and 

must run our 

device 
management 

software, 41% 

Users can bring 

in any device 

and we'll let it on 

our network as 

long as the user 

agrees to 
certain policies, 

45% 

We allow user-
supplied devices 

with no 
restrictions, 9% 

Other, 5% 

CloudPath v. Racemi
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Percentage of Devices 
Accessing Corporate Email 
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Company

-supplied, 

60% 

Personally 

owned, 

40% 

Source: InformationWeek 2013 Mobile Security Survey of 424 business technology professionals, April 2013 
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Percentage of Personally- vs Company-Owned 
Mobile Devices Accessing Corporate Email 
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40% 

27% 
24% 

3% 3% 1% 2% 

50% 

6% 

34% 

2% 3% 1% 
4% 

Apple iOS BlackBerry Android Windows

Mobile

Windows

Phone

Symbian Other

Company-provided Personally owned

Source: InformationWeek 2013 Mobile Security Survey of 424 business technology professionals, April 2013 

Worldwide Android’s market 
share is roughly 3-times Apple’s 

CloudPath v. Racemi
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IT Posture for BYOD 

• For most organizations, BYOD is the reality 

• IT is still responsible for security, management and 
compliance 

• IT departments need to change focus: 

o Arguing with users is a losing battle 

o “Head in the sand”, means “Career in the toilet” 

o Need to help users find the right tools (including 
“consumer” tools) and ensure security, management, 
and support are appropriate 
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Mobile Policy 

Development 
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Mobile Policy Development 

What you really need is a mobility plan- possibly different 
plans for company-owned and user-owned devices. 

 
 
 
 

The “Mobility Policy” is simply where we write down the 
rules, roles, and responsibilities 
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Mobility Policy 

Lifecycle Management 

Selection, Purchasing and 
Procurement 

(Company-owned) 

Provisioning/Enrollment 

 Set-up 

 Delivery 

 Training (Security 
Awareness) 

 User Acceptance 

  Ongoing Management 

 Security Maintenance 

 Applications Maintenance 

 Expense Management 

 Help Desk 

End-of-Life 

 Secure wipe 

 Recycle/Release 

 Replacement 

35 
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Policy Acceptance 

36 
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Source: InformationWeek 2013 Mobile Security Survey of business technology professionals, April 2013 
    Base: 375 respondents at organizations with, or developing, a policy for personal mobile device use 

Yes, 74% 

No, 17% 

Don't know, 

9% 

Does, or will, the user have to read and accept the mobility policy before 
their device is allowed to access corporate email and other systems? 

CloudPath v. Racemi
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✻ Who is responsible for the mobility policy? 

✻ Are all or just “some” devices going to be BYOD? 

✻ Who should get a corporate provided phone? 

✻ Who should be allowed to bring their own? 

✻ How much (if any) of a stipend will be paid for personal owned 
devices? 

✻ What are the tax, HR,  and labor relations implications? 

✻ Who will pay for MDM and other support systems? 

✻ What kind of devices will be supported (dumb, smart, tablet, laptop)? 

✻ For what purpose (voice, email, text, LoB, etc.)? 

✻ What level of support will we provide, and will the same level of 
support be provided for all platforms regardless of ownership?  

✻ What ecosystems, O/S releases, and hardware are supported? 

✻ Who will be responsible for certifying new devices to be supported? 

✻ Can we have group policies for for specific job categories? 

Some Questions to Ask 

37 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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✻ Are the security and support policies the same for corporate and 
individually owned devices? 

✻ How do we manage and maintain apps, including LoB apps, on 
multiple platforms? 

✻ How will we manage and secure data/devices (including mobile 
malware and “jailbreak” detection)? 

✻ Is the security on the internal Wi-Fi network sufficient? 

✻ Will remote access through public hot spots be allowed? 

✻ What will be used for remote access/over-the-air security? 

✻ Do we need to control contact numbers? 

✻ What are the procedures for BYOD device activation, training, and 
termination 

✻ What are the procedures for corporate-owned device procurement, 
activation, training, and termination 

✻ User responsibilities and penalties for non- compliance? 

✻ How often do we revisit this policy? 

More Questions to Ask 

38 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
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If you’re serious about mobility, you need to have 
someone in charge, a Mobility Manager 

o Should address all mobile technologies,- cellular,  
Wi-Fi, whatever (i.e. “anything with a radio”) 

o Passionate about wireless 

o Recognize the importance of consumer 
technologies 

o Also requires a strong IT background for security, 
project management, app maintenance, etc. 

o Leader and team builder 

 

Who’s In Charge? 
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✻ Is this a business tool or a “perk”? 

✻ Who gets a company-provided  
device? 

✻ Typical BYOD Stipends:  

o Voice: $40/month 

o Voice and Data: $70/month 

o Taxable? 

✻ Different treatment for executive, managerial, task  
   worker, union member? 

✻ Policy definition should be by job role 

✻ Can union workers get emails after hours (overtime!) 

 

Who Gets a Phone? 
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✻ There are significant differences in the security 
profiles of the various mobile O/S’s 

✻ The first step is to determine how serious a concern 
security is for the organization 

✻ Mobile device management (MDM) systems can 
help ensure security, however, they too are limited 
based on the APIs that are exposed. 

✻ You also need a system for vetting new devices and 
ecosystems before they are added to the approved 
list 

 

 

 

What Ecosystems? 
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✻ Supporting multiple ecosystems also makes it more 
difficult to mobilize apps 

✻ Mobile Enterprise Application Platforms (MEAPs) that 
allow you to “write once, run on many” can ease 
the burden somewhat 

✻ ISVs often have professionally developed apps for 
their systems 

✻ Longer term, HTML5 may reduce or eliminate the 
problem by building capabilities into the browser 

✻ In the end, “Business transformation” not “short-term 
employee satisfaction” should be the goal 

 

 

 

Applications Management 

42 www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
 

CloudPath v. Racemi
CLD0000222



✻ Need to understand the various threat vectors 
(malware, unencrypted data on lost devices, weak 
passwords, message interception, etc) 

✻ Then determine how vulnerable each of the 
supported platforms are to each class of threat 

✻ Develop a workable solution to ensure security or 
limit the services available to specific platforms 

✻ If a platform can’t meet your security requirements, 
limit what it can access or don’t allow it 

✻ Addressing general security awareness is important, 
but it is not a surefire solution- “Trust but verify” 

✻ There should be penalties for risky behavior  

 

 

Security Management 
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✻ Does the enterprise need to “own” the mobile 
number? 

o Customer facing personnel? 

o Can the user bring their own number? 

o Can we effectively prevent it? 

o Mobile UC clients (Lync Mobile, Cisco Jabber, 
Avaya oneX, …) hide the mobile number- but 
users hate them! 

o Companies have found numerous policy options 

✻ If the number is a corporate asset, the onboarding 
process requires that the employee relinquish control 

 

 

 

Control of Contact Numbers 
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Mobile UC Clients 

www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
 45 

Telephony Server 

IP PBX System 

Cellular 

Network 

Incoming Call 
Software Client in Cell Phone 

   • Actual Caller ID/Name from Directory 

   • Corporate Directory Access 

   • Visual Voice Mail 
   • 4-digit dialing 

   • Desk phone Features 

Internet 2.5G/3G Data 

Service 

Voice Call 

Hairpin 

Call Signaling/ 

Feature Extension 

Caller ID 

Public Telephone 
Network 

CloudPath v. Racemi
CLD0000225



 

 

 

Cell Phone Use While Driving 

 “Inattention Blindness”  

 The failure to notice a fully-visible, but  
 unexpected object because attention was  
 engaged on another task, event or object. 

 Cell phone use (regardless of “Hands-free”) 
was associated with a 4-fold increase in 
accident risk and was comparable to driving 
with a blood alcohol level above the legal limit. 
University of Utah   

 Regardless of who owns the phone, if an 
employee talking on company business is 
involved in an accident, the lawyers are 
coming after the company! 
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Employer Liability 

 In 2010, the National Highway Traffic Safety  
Administration (NHTSA) estimated on-the-job  
crashes cost employers: 

o $24,500 per crash,  

o $150,000 per injury 

o $3.6 million per fatality  

 Some cases to consider: 
o $21.6 million, technology company - 2007 crash where driver in 

company car talking on phone rear-ended a vehicle, causing 
one fatality  

o $24.7 million, commercial transportation company - 2008 crash 
where a driver was reaching for his cell phone, killed three 
people and injured 15 

o $21 million, beverage company - 2010 crash where employee 
using hands-free device crashed, resulting in severe injury 
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✻ Increasing the range of devices supported can also 
increase support costs 

✻ Some organizations have simply withdrawn support 
for user-owned devices (bad move!) 

✻ Others assist users in setting up email, but push other 
support issues to the mobile operators 

✻ IT needs to stay engaged with users on mobility 

 

 

 

User Support 
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✻ Consider different levels of support for different 
platforms 

✻ Device specific questions should go to the carrier 

✻ Give the users tools to help themselves: 

o Most assist in getting on email- do it with a good 
description on the mobile help web page 

o Develop Wiki’s, crowd sourcing, knowledge 
bases 

o Post links to help forums 

o Don’t be afraid to provide guidance on what 
you have learned in IT or from users 

o Be helpful, stay engaged, communicate!  

 

 

User Support- Best Practices 
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✻ The policy is simply where we write down rules, roles, 
and responsibilities 

✻ What you really need is a plan for cradle-to-grave 
support for mobile devices and services 

✻ Procedures for acquisition (if CRU), enrollment, 
operation, and disposal/termination will be required 

✻ Recognize that “inconvenience” is a necessary 
byproduct of security- communicate the “whys”! 

✻ Think in terms of “customer service” with the goal of 
making users productive with their mobility tools 

✻ All of these plans should be revisited on an annual 
basis as a minimum 

 

 

 

Conclusion- Procedures 
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Mobility Action Plan 

 Pick a Leader: The first step will be to identify a manager to head up the 
mobility initiative with responsibility for all mobile technologies. 

 Form a Team: All key stakeholders be included in the process including 
legal, human resources, accounting, security/compliance, and the 
business units. 

 Determine what you have: Inventory the major types of devices and 
operating systems in use and seek input from users 

 Develop the Mobility Plan and Policy and acquire the tools to support it 

 Engage the Business Units:  Reach out to the various business units to see 
how these mobile technologies can be integrated into business processes.  

 Implement, Learn, Adjust, and Continue: Don’t expect perfection on the 
first go-round.  
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Mobile Device 

Management 
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Mobile Device Management (MDM) 

 Can be a major element in 
both managing and securing 
mobile assets 

 Pioneered by BlackBerry with 
the BES, now expanding to 
all platforms 

 Capabilities vary with the 
mobile operating system 

 SaaS and premises options 
available, $10 to $85 per 
device per year 
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MDM Functions 

 Asset Management: View devices, carriers, IMEI’s, phone 
numbers, installed apps, usage information, etc 

 On-boarding/Cancellation: Methods used to add new 
devices to the system (on-boarding), self-service 
capabilities, interface to directories (AD, LDAP), 
termination procedures, check user abilities to over-ride  

 Software Management: Internal app store, manage 
updates, white-/black-lists, jailbreak/rooting detection, 
anti-malware 

 Configuration Management: Centralized configuration of 
settings and registry entries, certificates, Wi-Fi profiles, etc. 
typically done by policy groupings 
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MDM Functions 
 Security Management: Enforce password (either “power-

on” or for access to the secure container), password 
strength, idle timeout, onboard encryption (including SDI 
card), remote locking, geolocation for lost devices, 
“sandboxing” for corporate data, and ability to wipe of all 
or part of the data stored on the device 

 Performance & Diagnostics: Memory, battery, and 
network information along with reporting and alert 
capabilities 

 Back-up & Restore Device: In the event of major 
malfunction 

 Expense Management: Monitor and alert for heavy usage 
(e.g. streaming video while traveling overseas) 
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MDM Status 

 BlackBerry essentially invented MD with the BES, 
which has now added supporting iOS and Android 
devices in BES 10 (formerly “Fusion”) 

 The need to support non-BlackBerry devices 
(primarily iOS and Android) brought MDM to the 
forefront 

 Currently about 39% of organizations have MDM 
systems, but many more plan to acquire them 

 Fragmented Market:  
    Gartner found over 100 MDM vendors 
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Active Sync/Notes Traveler  Option 

 Microsoft’s Exchange Active Sync (EAS) and IBM’s 
Lotus Notes Traveler can provide “the basics” 

 Password enforcement 

 Password strength 

 Remote wipe- Total! 

 Information Week Survey on Mobile Security 2013 

 34% of EAS users relying on it for password policy 
enforcement and remote wipe capability 

 30% of EAS users have a separate MDM system 
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MDM Plans and Installations 
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Does your organization have or plan to acquire a mobile device management 
system? 

Currently 39% but 75% in 2-years 
(Up from 25% in 2012) 
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Source: InformationWeek 2013 Mobile Security Survey of business technology professionals, April 2013 
      Base: 352 respondents who had knowledge of their organization's MDM plans 
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Devices Supported with MDM 
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Source: InformationWeek 2013 Mobile Security Survey of business technology professionals, April 2013 
     Base: 262 respondents currently using, or planning to use, a mobile device management system 

Which of the following mobile platforms are, or will be, supported by 
your MDM system? 
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MDM System Functions 
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Source: InformationWeek 2013 Mobile Security Survey of business technology professionals, April 2013 
     Base: 262 respondents currently, or planning to use, a mobile device management system 

What do you consider the most critical security functions for an 
MDM system (Up to three responses allowed? 
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EAS As An MDM Solution 
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Source: InformationWeek 2013 Mobile Security Survey of business technology professionals, April 2013 
     Base: Base: 259 respondents who use EAS 

Which of the following best describes your organization's use of 
Microsoft's Exchange Active Sync? 
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Gartner’s Magic Quadrant for MDM 
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Changes from 2011 
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Key Steps in MDM Selection 

 Have a mobility plan in place 

 Determine what features/functions are most 
important to your organization 

 Decide what deployment options are acceptable  
 (e.g. on-prem, hosted, etc.) 

 Identify the full range of devices you will need to 
support (hardware, O/S, releases) 

 Develop a scoring system for key features before 
you begin the analysis 

 63 
www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
 

CloudPath v. Racemi
CLD0000243



Panel: 
Managing Mobility in a BYOD World  
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Mobile Device 

Ecosystems 
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Mobile OS Environments 
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Worldwide Smartphone Sales  
(Source: Gartner) 

Operating 

System 

4Q’  Units 

(000s) 

4Q11 Market 

Share 

4Q’  Units  

(000s) 

4Q12 Market 

Share 

Android 77,054.2 51.3% 144,720.3 69.7% 

Apple iOS 35,456.0 23.6% 43,457.4 20.9% 

BlackBerry 13,184.5 8.8% 7,333.0 3.5% 

Microsoft 2,759.0 1.8% 6,185.5 3.0% 

Bada 3,111.3 2.1% 2,684.0 1.3% 

Symbian 17,458.4 11.6% 2,569.1 1.2% 

Others 1,166.5 0.8% 713.1 0.3% 

Total 150,189.9 100.0% 207,662.4 100.0% 

Smartphones represent 44% of the WW handset market (207MM of 472MM devices) for 4Q 2012;  
Y-to-Y smartphone growth rate was 38% 
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Worldwide Devices Shipments by OS   
(Thousands of Units) 

Operating 

System 
2012 2013 2014 2015 

Android 497,082  860,937  1,069,503  1,468,619  

Windows 346,457  354,410  397,533  570,937  

iOS/Mac OS 212,899  293,428  359,483  504,147  

RIM 34,722  31,253  27,150  24,121  

Others 1,122,213  871,718  702,786  396,959  

Total 2,213,373  2,411,796  2,556,455  2,964,783  

(Source: Gartner, April 2013) 
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Top US Smartphones in Use  
(Avg. for 3 Months Ending December 2012) 

(Source: comScore MobiLens) 

Smartphones represent 54% of the US handset market (125.9MM of 233.2MM devices).   

Operating System Units 
(000s) 

Share  
Dec‘12 

Android 67,230.6 53.4% 

Apple iOS 45,701.7 36.3% 

BlackBerry 8,057.6 6.4% 

Microsoft 3,651.1 2.9% 

Symbian 755.4 0.6% 

Other 503.6 0.4% 

Total 125,900.0 100% 
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No. Amer Smartphone vs. Feature Phone Shipments 
(Source: orbitmedia.com) 
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Not All Mobile O/S’s Are Equal 
 Need on device encryption and the ability to 

manage them remotely 

 On Device Encryption: 

 BlackBerry- All models 

 iOS 3.0 and up 

 Android 3.0 (Tablets Only), 4.0 and up 

 Windows Phone 8 and up 

 Good Technologies and the other MDM suppliers also offer 
encrypted “containers” or “sandboxes”  
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Android 
 

 Jumped past RIM and Apple to take the lead in the US and 
worldwide smartphone O/S markets 

 Software Fragmentation: Eleven different releases in circulation 
and each handset manufacturer can add its own “wrapper" 

 Control Fragmentation: Amazon and Chinese Internet giants 
Baidu and Tencent  use Android but skip Google revenue apps 
like Gmail, Google Maps and YouTube. Kindle Fire cannot access 
the Android Market 

 Two major steps between Google and the customer (handset 
manufacturer and mobile operator)- both of whom want to sell 
you a new phone rather than a software upgrade. 

 Wide open development environment yields the best integrated 
mobile UC capabilities- and the most malware problems! 

 Versions earlier than 3.0 lack onboard encryption unless used with 
a third-party solution like Good Technologies or 3LM 

 Lots of controls to play with- favored by techies 
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Samsung SAFE/Knox 

 Samsung has set up a separate marketing group 
specifically to target enterprise customers 

 SAFETM (Samsung for Enterprise) 

o Virtual Private Network (VPN) connectivity 

o On-Device Encryption 

o MDM Partners: 
o MobileIronTM, SAP, SOTI® MobiControl; AirWatch and Cisco in 

process 

 Samsung KnoxTM 

o Dual Persona- Secure Container 

o App Management 

o On Device Encryption, VPN, DLP  
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Malware Threats 
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Source: McAfee Threats Report- Third Quarter 2013 
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Apple iOS 
 Still the smoothest and best integrated experience- if you happen 

to like it. Those who do are “wild” about it. 
 “One size fits all” philosophy- few models, few options, no 

keyboards. 

 Key to success has been letting the carriers sell the device while 
still controlling the software and maintaining contact with the 
customer 

 Definitely improving with regard to enterprise requirements- most 
widely approved enterprise device after BlackBerry. 

 Closed developer environment has been great for security but 
blocks developers from things like the dialer and Wi-Fi signal 
strength 

 Excellent track record on application security 

 Some concerns regarding Apple’s ability to continue to drive the 
market in the post-Jobs era 
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BlackBerry 
 Pioneer in enterprise mobility (and still has 76 million 

users worldwide), but a decline of momentous 
proportions- the stock went from $148 to under $8 

 Strong loyalty in government and financial services 

 Benefit of controlling both the mobile O/S and the 
MDM solution (i.e. BES): 

 BlackBerry Balance: Best integrated dual persona 
capability 

 Still marketing the MVS FMC solution 

 Some interest in BES 10 as a multi-platform MDM 
solution 
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Windows Phone 
– A good product but has trailed with enterprise features 

– Windows Phone 8 added on-device encryption and hooks for MDM 
systems 

– Attractive “Metro” user interface (or whatever the new name is) will 
be ported to Windows 8-- “active tiles” 

– Introduced a Lync client with “Mango” release (Phone 7.5), and 
Lync clients are now available for iOS, Android, and BlackBerry. 

– Leveraging their strength in the enterprise market could make them 
a successor to RIM, but they seem reluctant to pursue extensions of 
the phone O/S to better integrate with other Microsoft products 

– With RIM’s decline, Microsoft may find a seat at the table 

– Success will hinge on converting the Symbian population, or 
generating a groundswell- doesn’t look likely at the moment. 
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Dark Horses 
            Windows Mobile/Windows Embedded Handheld 

 The new name for Windows Mobile 

 Still important for the mobile computing market (e.g. Motorola/Symbol 
Technologies, InterMec) 

 Everything a mobile O/S shouldn’t be- not making a comeback 

 Symbian 

 Five years ago, Symbian was the number 1 mobile O/S in the world 
primarily due to its presence in Europe and AsiaPac 

 Lost market share leadership to Android and iOS- insignificant in the US 
and shrinking elsewhere 

 “Orphan” status with Nokia’s shift to Windows Phone (“Osborned”) 
 Nokia sold more Symbian than Win Phone devices thru mid-2012! 

 

 Bada 

 Developed by Samsung but virtually non-existent outside of AsiaPac 
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Support of Enterprise-Class Security Features 
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On a scale of 1 to 5, where 1 is "not at all secure" and 5 is "extremely secure", 
how would you rate these platforms' support for enterprise-class security 
features? 

Source: InformationWeek 2013 Mobile Security Survey of 424 business technology professionals, April 2013 
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Conclusion 
 It is difficult to stay on top for long in the smartphone market-  

      Palm to BlackBerry to iPhone to Android in about 12-years! 

 Consumer issues drive product decisions far more than enterprise 
requirements 

 Your mobility plan has to plan for an ongoing barrage of new device 
and O/S offerings 

 Today it’s “all about apps”, but that imperative could change with 
the development of HTML5 and WebRTC 

 While the frenzy is about mobile video, media players, and “fart 
apps”, enterprise IT needs to focus on: 
1. How we make people more accessible and productive in the near term 

2. How these technologies can be integrated to optimize business processes 
over time 
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The Tablet 

Revolution 
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Tablet Differentiators 

 Screen size: 7-inch, 10-inch (Round numbers) 

 Operating Systems  

o Mobile: iOS, Android(s), QNX, Windows Phone, 
Windows RT (Windows on ARM) 

o Desktop/Laptop: Windows 7, Windows 8 

 Network Support 

o 2G/3G/4G (few sales- multi device data plans may help) 

o Wi-Fi: 802.11a/b/g/n; 2.4 GHz, 5 GHz 

 Memory and Processor Speed 

 Peripheral interfaces (USB, HDMI, etc.) 
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Where we began… 
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Basic 
Phone Laptop 

BlackBerry 
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Where we began… 
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Basic 
Phone Laptop 

BlackBerry 

“Finding a solution to a problem  
you didn’t know you had” 
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Proliferation of Devices 
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Basic 
Feature 
Phone 

Smart 
Phone 

7-inch 
Tablet 

10-inch 
Tablet 

Netbook Laptop 

Mobile O/S 

Desktop/Laptop O/S 

Closed O/S 
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Wi-Fi versus Cellular Tablets 
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US Tablet Market 
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Worldwide Tablet Shipments By O/S 
Source: IDC (Tablets); Gartner (Smartphones)  

4Q 2011 4Q 2012 

Shipments  
(000s) 

Market Share 

(%) 

Shipments 

(000s) 

Market Share 

(%) 

Apple 15,500 51.7% 22,900 43.6% 

Samsung 2,200 7.3% 7,900 15.1% 

Amazon 4,700 15.9% 6,000 11.5% 

ASUS 600 2.0% 3,100 5.8% 

Barnes & Noble 1,400 4.6% 1,000 1.9% 

Other 5,500 18.5% 11,600 22.1% 

Tablet Totals 29,900 100.0% 52,500 100.0% 

Smartphones 150,189 207,662  

Year-to-Year tablet growth = 78%! 
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iPad Versus Other Tablet Types 
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December 8th to December 14th 2012- U.S. and Canada only 
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W’wide Device Shipments by Segment 
(000’s of Units) 

2012 2013 2014 2015 

PC (Desk, 
Notebook 

341,263 315,229 302,315 271,612 

Ultramobile 9,822 23,592 38,687 96,350 

Tablet 116,113 197,202 265,731 467,951 

Mobile Phone 1,746,176 1,875,774 1,949,722 2,128,871 

Total 2,213,373 2,411,796 2,556,455 2,964,783 
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Tablet Assessment 

 Proliferation of devices has given users more choices- 
something for everyone 

 Engaging user interface makes you want to find things 
to do with it 

 Short term, major “cool factor”- sales presentations 

 Lots of arguments over 7- versus 10-inch 

 Data input capabilities still challenging 

 Tablet (like “Mobile”) O/S’s leave a lot to be desired 
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Tablet Applications 

 Data Consumption 

 Voice/Audio Conferencing 

o As tablets lack a basic cell phone  
capability, voice must be done as  
VoIP over Wi-Fi or 3G/4G cellular 

 Video 

o Considerable consumer interest - Business demand 
unknown 

o Products from Apple, Avaya, Damaka, Polycom, and Vidyo 

 Web Collaboration/Screen Sharing 

o Appears to be the sweet spot for tablet collaboration  

 With keyboard and desktop O/S (i.e. “Windows Tablet”) 
o Anything you can do with a netbook or laptop  
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Windows Tablets 

 New category- Having it both ways 

 Fast booting 

 Data consumption: Still fun and easy 

 Presentations: Same “Wow Factor” as other tablets 

 Carry one device instead of two 

 Email/Web Surfing: Fun and easy, but with a better 
reply capability  

 Content Creation: With hard keyboard and docking 
station it effectively “becomes” a PC with Office 
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Market Developments 

 Apple still holds a commanding lead 

 Android coming on strong- Replay of smartphones? 

 $200 price point: Kindle Fire, Google Nexus 

 Cisco quit; Avaya still trying (sort of) 

 Microsoft Surface hedging its bets (Surface RT, Surface 
Pro) 

  Windows-based tablets make it a “work” device, 
without losing the touch interface users prize 
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Mobile Security 

Overview 
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Mobile Security Expert 
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✻ Need to understand the various threat vectors 
(malware, unencrypted data on lost devices, weak 
passwords, message interception, etc) 

✻ Then determine how vulnerable each of the 
supported platforms are to each class of threat 

✻ Develop a workable solution to ensure security or limit 
the services available to specific platforms 

✻ If a platform can’t meet your security requirements, 
limit what it can access or don’t allow it 

✻ Addressing general security awareness is important, 
but it is not a surefire solution- “Trust but verify” 

✻ There should be penalties for risky behavior  

 

 

 

Mobile Security Management 
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Mobile Security Concerns 
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Mobile Security Landscape 

 The range of vulnerabilities varies with the type of 
network and type of wireless devices being used 

 Desktops and laptops are secured- smartphones and 
tablets, “not so much” 

 Wi-Fi was our first exposure to mobile security, but 
smartphone/tablet security is now the bigger issue 

 Lack of a well-publicized mobility disaster can make it 
difficult to get management attention and funding 

 Most organizations haven’t recognized the shift that 
occurs in going from BlackBerry to BYOD 
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Variety is Not the “Spice of Life” 

 Wireless Networks 

o Cellular: 2G (GSM, CDMA), 3G, 4G 

o WiMAX 

o Wi-Fi 

o Bluetooth 

o Specialized 

 Wireless Devices 

o PC Operating Systems: Windows, Mac, Linux 

o Mobile Operating Systems: Android, iOS, BlackBerry, 
Windows Embedded Handheld, Windows Phone, Bada 
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Challenges in Wireless Security 

 Radio Networks 

o Anyone with a receiver tuned to the right frequency can read the signal 

o We can add radio jamming to the list of denial of service options 

 Variety in Wireless Devices 

o Each of those devices (laptops, smart phones, VoWi-Fi handsets, credit 
card terminals, etc.) may have a different operating system and can 
support multiple wireless interfaces 

  Variety of Wireless Networks 

o Cellular, Wi-Fi, and Bluetooth, and possibly WiMAX, satellite, or point-to-
point microwave systems 

 Data Leakage 

o Easy to forward emails or files to unsecure locations (e.g. Dropbox) 
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Special Challenges 

 Mobile devices are easy to lose and are great targets for theft. 
New carrier program for lost/stolen devices may help 

 “Security” is inconvenient, so left unsupervised employees often 
fail to follow policies regarding what information can be stored 
on a mobile device, the requirement to secure that 
information, or do regular back-ups 

 BYOD: When devices are owned by employees, do we have 
the right to erase them? Not in France, Germany, or So. Korea! 

 There is a general lack of recognition for the value of 
information that is stored ("It's just my calendar") 

 IT needs to communicate the severity of the threat to users and 
build a “culture of security” 
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Major Regulatory Requirements 

Regulation Major Requirements 

Sarbanes-
Oxley 

All publicly-traded companies must: 
   • Maintain adequate internal control structures and procedures for  
       financial reporting 
   • Assess the effectiveness of internal control structures 

HIPAA Requires maintenance of administrative, technical, and physical 
safeguards to: 
   • Ensure the integrity and confidentiality of patient information 
   • Protect against threats or hazards and unauthorized uses or  
       disclosures of patient information 

PCI Data 
Security 
Standard 

Any merchant using payment cards must: 
   • Build and maintain a secure network 
   • Protect and encrypt cardholder data 
   • Regularly monitor and test networks, including wireless networks 
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Major Regulatory Requirements 

Regulation Major Requirements 

Graham-
Leach-Bliley 
Act 

Protects personal financial information held by financial institutions 

California 
Senate Bill 
1368 

Requires that any organization that does business in California and 
owns or licenses computerized personal information to disclose 
any security breach to any resident whose information was 
believed to have been disclosed 

PIPEDA Personal Information Protection and Electronic Documents Act 
(Canada) Established privacy principles such as providing 
adequate security for the protection of personal information 
collected, used, or disclosed in the course of commercial activities  
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The Cost of Security Breaches 

 Regulatory fines 

 Criminal liability from banks and customers for failing 
to protect confidential information 

 Loss of customer and investor confidence 

 Damage to the corporate brand 

 Loss of business information that could put the 
company at a competitive disadvantage 

 IT staff time and loss of user productivity to recover 
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Security Incidents 

105 

Source: InformationWeek 2013 Mobile Security Survey of business technology professionals, April 2013 
    Base: 382 respondents with knowledge of mobile security breaches 

What percentage of the mobile devices you manage, 
including laptops, experience security incidents in a given year 
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Missing Mobile Devices 
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Source: InformationWeek 2013 Mobile Security Survey of 424 business technology professionals, April 2013 

In the past 12 months, has any mobile device containing 
enterprise data, including laptops or netbooks, come up missing 
(including accidental loss and theft)? 
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Public Disclosure Requirement 
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Source: InformationWeek 2013 Mobile Security Survey of business technology professionals, April 2013 
  Base: 189 respondents at organizations with missing mobile devices containing enterprise data 

Did that data loss issue require public disclosure? 
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Regulatory Compliance 
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Source: InformationWeek 2013 Mobile Security Survey of 424 business technology professionals, 
April 2013 

To which of the following regulations is your 
organization subject? 
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Network Security:  
Defense in Depth 

 Defense in Depth is an ongoing process describing a  
multilayered approach to network security 

 Adequate network security cannot (and should not) be 
accomplished with a single device or a single product 

 And it’s not just several “rings of protection”, it’s protecting 
against all threat vectors 
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Threat Vectors 

110 

Data in Transit 
(Manageable Concern) 

Data at Rest 
(Major Concern) 
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Security Balance 

Manageable 

inconvenience for 

legitimate users 

Insure data and 

systems are secure 
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Four Factors in Network Security 

1. Authentication:  

 Insuring that only authorized users are provided access and the 
appropriate level of access 

2. Privacy:  

 Protection from eavesdropping on data in transit 

 Protection from theft of data stored on devices or servers 

3. Software Security 

 Protection from viruses, worms, spyware, trojans, key loggers and 
other malware that is designed to steal data or degrade system 
performance 

4. Network/System Availability:  

 Denial of Service attacks against networks or servers 
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Mobile Security Policy 
Recommendations 

 Even if the devices are user-owned, IT is still responsible for security 

 Security standards should be consistent regardless of who owns the 
device 

 Management must be appraised of the threat that security flaws 
can create, understand the inconvenience factor in all security 
systems, and take an active role in ongoing compliance 

 The policy should be written and address all mobile and wireless 
devices, including those at remote sites (i.e. not just headquarters) 

 All data leaving the premises, via communications or transportable 
media, must be adequately encrypted (VPN, SSL, WPA2, SRTP, etc) 
and accessible only with a strong password 

 On-device encryption and strong power-on passwords for all 
devices should be required 

 Require procedures for ensuring software updates on all devices  
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Mobile Security Policy 
Recommendations (Cont’d) 

 All portable devices should require regular back-ups 

 Continuous Wi-Fi monitoring should be required within all 
company facilities to insure policy compliance 
(Smartphone hot spots are a growing problem) 

 Policy should address all wireless devices including wireless 
keyboards, cordless phones, and specialized devices 

 Particular attention should be paid to legacy devices that 
do not support the latest security features  

 Ongoing end user education/alerts must be a central 
element of the security plan along with real penalties for 
non-compliance 

 “Trust but Verify” 
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Security Awareness Training 
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Source: InformationWeek 2013 Mobile Security Survey of 424 business technology professionals, April 2013 
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Security Responsibility 
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Source: InformationWeek 2013 Mobile Security Survey of 424 business technology professionals, April 2013 
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Recommendations 

 “Take all comers” device policy is not a workable option 

 Poll users to identify “preferred” devices 

 Publish approved device list on a web page and clearly 
identify models and O/S releases 

 Have a process for vetting new devices and operating 
systems 

 Consider different support policies for different devices 
or crowd-sourcing support to minimize cost 

 Assisting users in selection is a good idea all around 
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Authentication Options 
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Authentication Options: 
Power-On and Applications Access 

 User Name/Password 

 Second Factors 

o Secure Tokens (RSA Tokens) 

o Call-back (Microsoft- PhoneFactor) 

o Grid Cards (Entrust) 

 On-Device Certificates 

 “Exotic” 

o Biometrics, facial recognition, touch pattern, etc. 
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Authentication Mechanisms 
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Source: InformationWeek 2013 Mobile Security Survey of 424 business technology professionals, April 2013 
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Password Requirements 
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Source: InformationWeek 2013 Mobile Security Survey of business technology professionals, April 2013 
   Base:  365 respondents in at organizations authenticating mobile devices via power-on device password 

www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
 

53% 

52% 

47% 

41% 

36% 

35% 

34% 

30% 

11% 

2% 

7% 

Minimum password length greater than four characters

Change passwords multiple times per year

Idle time before device lock

Complex password, numbers, letters and symbols

Failed pass code attempts before wipe

Complex password, numbers and letters

Pass code history

Managed via company directory (e.g., Active Directory…

Complex password, alphabetic

Other

We don't have a formal policy

CloudPath v. Racemi
CLD0000301



Recommendations 

 Mandatory, strong passwords either power-on  or to 
access corporate “container” 

 Employee communications to build support 

 Two-factor authentication for applications access 

 Absolute and fool-proof deauthentication for 
termination or lost/stolen device 

 Emergency recovery procedures 
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Encryption and Privacy 
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Data Privacy/Encryption 

 Data Privacy has three main areas: 

o Data stored on the device (Lost, stolen, or malware 
infected device) 

o Data in transit 

o Data Loss Prevention (DLP) 

 Strength of encryption based on: 

o Encryption algorithm (DES, 3DES, AES, etc.) 

o Length of key 

o Where and how the key is stored 

o Can be either hardware or software based 
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Network Security Vulnerabilities 

 Cellular 

o Security measures in cellular networks are generally 
considered strong but not foolproof- and they’re not end-
to-end 

o Some versions of GSM encryption have been broken 

o Secure tunnel technologies (VPN, SSL) should always be 
used over over cellular or public Wi-Fi networks 

o NetMotion Wireless and IBM Lotus offer “persistent 
wireless” solutions for users moving between Wi-Fi and 
cellular connections 

o However, if the device itself is compromised (e.g. 
malware infected), corporate systems can still be 
exposed 
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Network Security Vulnerabilities 

 Wi-Fi 

o In the early days, Wi-Fi had virtually useless security 
capabilities 

• Easy to crack encryption/authentication 

• Authentication and encryption using the same key 

• Dopey ideas like MAC-based authentication and SSID 
shielding 

o VPN secure tunnels were a “convenient” work-around 

o Many companies report using totally inadequate Wi-Fi 
security measures 

o More on this later… 
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In-Transit Options 

 Cellular OTA Encryption 

o Not end-to-end 

o Some (e.g. Sprint Data Link) offer end-to-end security 

 VPN Secure Tunnel or Secure Socket Layer 

o Should be used on all cellular and public Wi-Fi 
connections 

 Persistent Wireless 

o Maintain tunnel as user moves from cellular to Wi-Fi 

 Virtual Desktop (VDI) 
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VDI for Security 

 Virtual Desktop Integration (VDI) offers a unique 
capability for mobile security 

 No data is stored on the device and the connection 
to the VDI server is highly secure 

 Citrix Receiver and VMWare View available for iOS 
and Android 

 Test performance and user interface acceptability 
carefully before full rollout 
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On-Device Encryption/DLP 

 Any sensitive company information stored on a 
mobile device (either in main memory or on 
removable media) should be encrypted and made 
accessible only after a password is entered. 

 Data should not able to be forwarded out of the 
secure container either by email, file transfer or 
copy-and-paste. 
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On-Device Encryption Policy 

130 

Source: InformationWeek 2013 Mobile Security Survey of 424 business technology professionals, April 2013 
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Why Not? 
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Source: InformationWeek 2013 Mobile Security Survey of business technology professionals, April 2013 
   Base: 56 respondents at organizations not requiring data encryption on mobile devices 
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Company Data on Corp vs Personal Devices 
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Does your organization permit corporate data to be stored on the following 
corporate-owned or personally-owned mobile device platforms? 

Source: InformationWeek 2013 Mobile Security Survey of 424 business technology professionals, April 2013 
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Data in Transit 
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What methods do you employ to ensure security of data in transit? 
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Recommendations 

 Strong password access and on-device encryption 
on all mobile devices regardless of ownership 

 Strong end-to-end encryption on all over-the-air 
transmissions 

 Protection from corporate data being forwarded out 
of secure envelope (Gmail, Drop Box) 

 Absolute and fool-proof removal of all corporate 
data on termination or for lost/stolen device 
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Software Security 
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Application Security Issues 

 Mobile devices have operating systems are are as 
vulnerable as other computer devices to malware. 

 Major difference among O/S environments regarding 
malware exposure 

 Most enterprises have anti-malware solutions for 100% of 
Windows laptops (Mac’s may get there soon!) 

 Enterprises moving to internal app stores to control software 
on their mobile devices  

 Internal App Stores: Apperian , App Central, App47, 
Symantec (Nukona), and MDM Systems 
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Areas to Address 

 App Distribution: Public, In-house, Secure 

 Whitelist/Blacklist/Mandatory 

 Jailbreak/Rooted Device Detection 

 Pushing Updates 

 Anti-malware 
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Platform Vulnerabilities 
 Mobile applications typically isolated from one 

another, though “permissions” may give access to 
address book, calendar, location and other info 

 In Apple, RIM, and Microsoft environments, the 
manufacturer vets apps before posting 

 Android is the most open and the most vulnerable to 
malware 

 Anti-Malware Downside: Potential performance 
degradation, zero-day threats 

 While organizations recognize the threat, most seem 
to ignore it 
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Mobile Malware Threats 
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Source: McAfee Threats Report- Third Quarter 2012 
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Malware Threats 
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Source: McAfee Threats Report- Third Quarter 2012 
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Android Malware Protection 
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Source: AV-Test 
www.av-test.org/ 

www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
 

CloudPath v. Racemi
CLD0000321



Mobile Malware Protection 
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Source: InformationWeek Mobile Security Survey of business technology professionals 
    Base: 424 respondents in April 2013 and 322 in March 2012 

Beyond mobile device management (MDM), does your organization have 
specialized tools to combat mobile malware, such as those from Symantec, 
Kaspersky or F-Secure? 

www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
 

23% 

35% 

42% 

20% 

36% 

44% 

Yes, on all platforms Yes, on some

platforms

No

2013 2012

CloudPath v. Racemi
CLD0000322



Application Distribution 
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How do you distribute mobile applications? 
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Source: InformationWeek 2013 Mobile Security Survey of  business technology professionals, April 2013 
    Base: 237 respondents who distribute mobile apps 
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Personal Applications on 
Devices 

144 

Do you allow employees to install personal applications on corporate-
owned or personal-owned mobile devices that have access to 
corporate data or networks? 

Source: InformationWeek 2013 Mobile Security Survey of 424 business technology professionals, April 2013 
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Recommendations 

 For now, anti-malware protection is very important for 
the Android platform 

 Jailbreak/Rooting detection should be in place 

 Internal app stores should definitely be considered and 
used to improve the overall user experience (including 
“recommended” applications)  
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WLAN Security 
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Section Objectives 
 Look at the major security exposure introduced through the use 

of wireless LANs 

 Describe the three generations of WLAN security: 

o Pre-Security- WEP:  

 The basic capabilities of Wired Equivalent Privacy (WEP) 
standard, and how it can be used most effectively 

 The VLAN/VPN security work around  

o Current Acceptable Practices: 

 Wi-Fi Protected Access (WPA) and its Temporal Key Integrity 
Protocol (TKIP) 

o Best Practices Security Solutions: 

 IEEE 802.11i privacy based on the Advanced Encryption Standard 

 IEEE 802.1x authentication using the Extensible authentication 
protocol framework and the options it supports 
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WLAN Security Options 

Description Encryption Authentication 

 

Wired Equivalent 

Privacy (WEP) 

WEP 40- or 104-bit RC4 Shared Key 

Dynamic WEP 40- or 104-bit RC4 802.1x with  
Per-Session keys 

VPN/VLAN 
Configuration 

168-bit 3DES 802.1x 

  
Wi-Fi Protected Access 

(WPA) 

  
Intermediate term 
option- software 
rather than hardware 
based 

128-bit RC4 with TKIP Personal: User 
implemented pre-shared 

key 

128-bit RC4 with TKIP Enterprise: 802.1x with 
key distribution 

  
802.11i/WPA2 

Best Option for 
WLAN security 

AES/CCBP Personal: User 
implemented pre-shared 

key 

Best Option  for 
WLAN security 

AES/CCBP Enterprise: 802.1x with 
key distribution 

14
8 
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WLAN Security Exposure 
 Recognized Threats: 

 Eavesdropping on unprotected wireless transmissions 

 Eavesdropping on user deployed rogue  access points or Ad Hoc 
networks with no security 

 Introducing malicious  access points by hackers looking to gain access 
through man-in-the-middle attacks 

 Denial of service (DoS) attacks 

 Layer 1- Radio Jamming 

 Layer 2- WLAN Protocol Attacks (e.g. Association flood) 

 Layer 3 and 4- Traditional TCP/IP Attacks 

 Management Frame Attacks: While the content of a WLAN frame may be 
encrypted, the header fields are sent in the clear 

 Providing visitors uncontrolled “perpetual” network access  
 Large number of BYOD devices needing to be added 

 Access through lost or stolen client devices 
 

 Web Resources: 

 The Wireless LAN Security Framework (www.wlsec.net/void11) 

 SANS Institute (www.sans.org) 
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Radio Jamming Works Too! 
 

Wi-Fi/Bluetooth Jammers 
(Why you don’t run security cameras on Wi-Fi!) 

Tri-Band Cell Phone Jammer 
(50 meter Radius) 
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Basic Wireless LAN Security Tips 
 Minimize radio leakage 

 Turn off SSID Broadcast 

 If WEP Encryption: Change the key or use session-based keys if 
available (Dynamic WEP) 

 Use WPA or 801.11i/WPA2 if available  

 Physically Secure Access Points 

 Promulgate the organization’s policy regarding WLANs 

 Monitor for Rogue APs, AD Hoc Networks and Spoofed Access 
Points 

 Employ Real Time Security 
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Original IEEE 802.11 WEP Security 
Original 802.11 standards provided for three basic security measures: 

1. Wired Equivalent Privacy (WEP): RC4 encryption with a 
static 40- or 104-bit key (Key size didn’t matter!) 

2. Shared Key Authentication: Uses the WEP key to 
authenticate users 

3. MAC Address Filtering: Manual address list to restrict access 

 All of these security features can be easily defeated 

 WEP should never be used as the sole form of network security 
in enterprise environments 
 

Note: Better security could have been provided, but then current  
          US government requirements regarding encryption would  
          have banned it from export! 
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The VLAN/VPN Stopgap 
 Define all APs in a separate VLAN 

 Require authentication and secure tunnel access to all LAN-based resources 

 Provides security in spite of the WLAN 

LAN Switch 

Authentication 
Server 

(VLAN 1) 

(VLAN 2) 
Firewall 

LAN-based 
Resources 
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IEEE 802.11i/WPA2 

Byte Sub 

Shift Row 

Add Round 
Key 

Mix Column 

Illustration of the AES 
Encryption Algorithm  Advanced Encryption Standard 

o  Official encryption standard for 

the US Government (FIPS 197) 

 Symmetrical block cipher called 

“Rijndael” 
o Blocks are 128-bits long and key 

can be 128-, 192-, or 256-bits 

o Block and key expandable in 32-

bit increments 

 Wi-Fi Alliance: WPA2-Certified 
o Full 802.11i capability 

o Peer-to-peer security-  

     For AD Hoc Networks 

o First devices certified in Sept 2004 

o Mandatory on all new Wi-Fi 

certified devices since 2006 
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Wi-Fi Alliance’s WPA Security 
 Wi-Fi Protected Access (WPA-Certified) 

 The Wi-Fi Alliance recognized the flaws in WEP security and 
the migration problems associated with 802.11i 

 Developed WPA that incorporates a vastly improved security 
mechanism that can be implemented in software 

o Temporal Key Integrity Protocol (TKIP)  

o Message Integrity Check (MIC) to defeat spoofed  
access points 

 Temporal Key Integrity Protocol 
 Uses WEP’s RC4 encryption with 128-bit key plus 24-bit IV, but 

changes the key for every frame to thwart brute force 
attacks 

 WPA Vulnerability 
o The key change protocol used in TKIP is published 

o If the first key can be guessed through a dictionary attack, WPA can 
be hacked 

o Using a challenging initial key should thwart this attack strategy 
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WPA/WPA2- Personal or Enterprise 
 Two potential implementations for WPA and WPA2 

o Personal 

o Enterprise 

 Personal- Pre-shared Key (PSK) 
o User inputs key in the access point on the clients 

o Not recommended for WPA2 

 Enterprise 
o Requires an authentication server  

o Uses one of the 802.1x authentication protocols with key 
distribution 
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Adjunct Security Systems 

 Two additional security systems to consider: 

o Guest Access Systems  

o Wireless Intrusion Detection Systems/Spectrum Analysis 

 Guest Access Systems 

o Visitors should be provided trackable, time limited access, to 
defined resources (e.g. Internet) 

o Unique credentials for each visitor 

o Challenging in university environments 

o WLAN vendors (Cisco, Aruba, Aerohive, etc.) all active in this 

o Cloudpath provides certificate-based access using either LDAP 
or Facebook credentials 
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Wireless Intrusion Detection (WIDS) 
and Spectrum Analysis Systems 

 WIDS: Stand-alone or WLAN Switch based systems for monitoring 
WLAN Signals  

 Detect Wi-Fi transmissions not on the corporate WLAN: Rogue APs, 
Hacking Attempts, and unsecured Ad Hoc users 

 Access points are identified in the system, and friendly  APs (e.g. 
your neighbor’s WLAN) are marked as benign 

 Most provide location assistance and can disable rogue devices 

 Smartphone APs are becoming a major concern 

 Spectrum Analyzers 

 Detect non Wi-Fi transmissions in the same frequency band (e.g. 
microwave ovens) 

 Radio “noise” will impair performance of Wi-Fi devices 
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Wi-Fi Security 

159 

Source: InformationWeek Mobile Security Survey of  business technology professionals. 
    Base: 424 respondents in April 2013 and 322 in March 2012 
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What techniques do you use to secure your wireless 
LANs?(Multiple responses allowed) 
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Conclusion 
 Security concerns are still the most frequently cited reason 

why enterprise users do not deploy wireless LANs- that 
view is largely out of date.  

 There are adequate tools to secure wireless LANs today, 
but their implementation is the user's responsibility. If 
nothing else, use secure tunnels.  

 The vulnerability picture changes continuously, so it is 
important that you remain appraised of new attack 
strategies.  

 Some security environments will continue to avoid wireless 
LANs entirely (e.g. National security, intelligence, and 
financial services) 

 For the vast majority of commercial users, however, we 
should have acceptable levels of security today 
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Panel: WLAN Developments 
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Wrap-up 
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Ongoing Management 

 Organizations need to have people and procedures 
dedicated to managing mobility 

 Mobility Manager 

o Overall manager for all mobility initiatives (cellular, Wi-Fi, 
etc.) 

o Responsible for maintaining the mobility policy 

o Lead the team that decides on changes and additions 

o Monitors industry developments and makes 
recommendations to business units and management 

o Coordinates with other IT areas on any initiative that 
involves mobility 
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Mobile Management Areas 

 Security 

o Typically a specialty area inside of the security 
department 

o Monitor developments and new potential threat vectors in 
conjunction with the Mobility Manager 

o Assist in vetting new devices to be added to the 
supported list 

 MDM Operations 

o Responsible for maintaining the MDM system 

o Ensures that mobility policies are being followed 

o May assist in problem resolution 
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Mobile Management Areas 

 User Support 

o Set-up- Onboarding, email set-up, etc. 

o Customer Service- Device and application selection 

o Help Desk- May offload device issues to the carrier 

o In-house blogs, Wikis, help forums  

 Applications Management 

o Responsible for developing, selecting and maintaining 
mobile apps in conjunction with business units 

o Defines white/black-lists and recommended apps 

o Monitors malware developments and vulnerabilities 
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Mobile Management Areas 

 Expense Management 

o Monitor usage for corporate liable devices 

o Negotiates contracts with the mobile operators 

o Makes recommendations regarding best practices for 
cost control (e.g. international travelers)  
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Wrap-up 
 “Attitude” 

o IT’s job is changing from “technology dictator” to “technology 
enabler”. 

o “Abdicating responsibility” is not an option (“Head in the sand, 
…” 

o Regardless of whose device it is, IT’s job is to foster smart, 
efficient, secure manageable implementation of technology. 

o Users may be “tech savvy”, but the enterprise requires “tech 
smart” 

o Consumer tools may be the best choice, but IT needs to ensure 
they meet guidelines for security and manageability. 

o Letting users have their own devices is a short term goal- the real 
goal is enabling business transformation through these 
technologies. 

o The key is integrating the technology into business processes 
effectively. 

167 
www.dbrnassociates.com | © 2013, dBrn Associates, Inc. 
 

CloudPath v. Racemi
CLD0000347



Wrap-up 

 “Execution” 
o In reality, IT’s job doesn’t change that much. 
o More challenges in mastering more devices, tools, and 

applications- and wireless networks always have a way of 
making us look like idiots! 

o Good “systems thinking”, systems design, project management, 
feedback/process improvement are all still part of what counts 
towards success. 

o Need to think the process through cradle-to-grave. 

o Also need to understand the user, their job, and develop 
“mobile appropriate” solutions. 

o An integrated solution (wired and wireless) is likely best, but only 
if it meets the requirements of both populations. 

o Go forth and multiply! 
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Racemi woos partners to help it
accelerate cloud adoption

Analyst: Rachel Chalmers 
23 Aug, 2012

Racemi is courting partners to help smooth the way to the cloud. What primary obstacle do
potential cloud users face? According to Racemi, it's vendor lock-in at every layer in the stack.
The company contends that Amazon doesn't support migration between its own regions. Four
major cloud platforms are emerging  CloudStack, Eucalyptus, OpenStack and VMware vCloud 
and in Racemi's view, none of them are truly interoperable. Many cloud service providers run
multiple services side by side: a public offering, a virtual private cloud, some managed services,
and so on. Try migrating between these and see how far you get.

The 451 Take

Racemi can package up an application and move it from physical to virtual resources, or from
on-premises to cloud. That's more than most hypervisor or cloud platform vendors can do, let
alone cloud service providers, the company says. So why isn't Racemi better known? Last
year's launch of a SaaS offering has gone a long way toward redressing that situation.
Company executives hope that a new focus on selling through affiliate partners will do even
more to get its message out.

Context

In July, Racemi closed a $7m series B round of financing from Paladin Capital Group and Harbert
Venture Partners. The funding adds to the $2.5m series A led by Gray Ghost Ventures, announced
in October 2009, as well as earlier rounds from now-defunct firms Patillo Investments and Five
Paces Ventures. Racemi provides server workload mobility between dissimilar physical, virtual and

Copyright 2012 - The 451 Group   1
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cloud platforms. It does so in order to help businesses migrate workloads around and between
differently configured on-premises resources or up into the public cloud.

Technology

Racemi customers have a choice of options. The flagship software, DynaCenter, runs on-premises
and includes a management server, image repository and database. Cloud Path, offered as SaaS,
adds a Web server and an application server. Recently shipped DynaCenter 4.2 includes Windows
cloud migrations and support for AppLogic 3.x. Cloud Path 1.0, just out of beta, supports 100
registered customers and more than 500 cloud deployments.

Strategy

The company has been focused on building its affiliate partner channel. It's particularly interested
in wooing cloud and managed service providers (the Amazons, Rackspaces and SoftLayer
Technologies of the world), services organizations like IBM and CSC, private cloud platform
providers like Eucalyptus Systems, Citrix Systems with its CloudStack and the OpenStack
ecosystem, as well as more conventional OEM players and direct sales. It targets MSPS and SPs of
all sizes, but in professional services and the private cloud market Racemi is aiming for the
midmarket and above. Where OEM sales are concerned, it's only looking for large enterprise
players.

Partners

Racemi offers a multitiered partner program based on the volume to which its partner is willing to
commit. Cloud Path, the SaaS offering that Racemi introduced last year, is offered in silver, gold
and platinum tiers, while on-premises software is available only under the black label. The silver tier
provides for joint marketing and a promo code for partners' customers. Gold adds accelerated
support and product margin options. Platinum adds premium partner status and placement, while
the black label provides all of the above, plus a private portal on cloud infrastructure and additional
control over end-customer fees.

Competition

Racemi executives calculate that the Big Five management vendors  BMC Software, CA
Technologies, Hewlett-Packard, IBM and late entrant Microsoft  are three years behind the state of
the art in provisioning technology. That's a bold claim, considering that BMC acquired BladeLogic
and HP reached for Opsware  the companies that, between them, invented modern provisioning
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automation. But Racemi justifies the charge on the grounds that none of the Big Five support
migration across dissimilar hardware, between dissimilar hypervisors or to the public cloud.

Racemi's most constant rival, though, is PlateSpin, now part of Novell. Like Racemi, PlateSpin can
encapsulate a server image in order to move it between physical and virtual hosts. Egenera, now
partnering with HP, Scalent, now Advanced Infrastructure Manager within Dell, and RackWare each
offer variations on dynamic workload management. Newer cloud-focused provisioning specialists
include (but are not limited to) Verizon's CloudSwitch tool and RightScale. Both CloudSwitch and
RightScale, however, depend on the presence of virtualization to permit them to capture images.
It's Racemi Cloud Path's ability to take a physical server into the cloud that sets it apart.

SWOT Analysis

Strengths    Weaknesses
Racemi solves a real problem  the lack of workload
portability  with software that is by now reasonably
robust and mature, at least in its on-premises form.

   
The company's SaaS Cloud Path is just out of
beta and while the numbers look good, it has
not yet been tested at truly massive scale.

Opportunities    Threats
Every enterprise we talk to has some physical, some
virtual and some cloud resources to contend with. All
would like to avoid vendor lock-in at each of those layers.
Racemi offers a way.

   
Verizon has enormous ambitions for its
software in the cloud and along with Terremark,
CloudSwitch takes pride of place in those plans.
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Reproduced by permission of The 451 Group; © 2011. This report was originally published within 451
Research s Market Insight Service. For additional information on 451 Research or to apply for trial access, go
to: www.451research.com
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Analyst:  Rachel Chalmers 

Racemi's new Cloud Path service migrates existing servers to the cloud via a point-and-click 
interface. Though it's still in beta, the service will be made available for free to the first 100 
customers over the next 30 days – a price that should ease any implementation hurdles. 
Cloud Path is purpose-built for organizations that wish to take advantage of lower-cost 
cloud services without blowing the budget on labor-intensive migration efforts. It's hosted 
software itself, so there's no hardware to buy and nothing to maintain. 

The 451 take 

For beleaguered systems administrators, the prospect of moving physical servers into cloud 
services from Amazon, Rackspace, Terremark or GoGrid via a point-and-click Web portal is 
little short of miraculous. For MSPs and the clouds themselves, Racemi offers co-branded 
and private-label options, so they can help their own customers come on board. For 
Racemi's direct customers, Cloud Path should be a fast, low-touch, low-risk way to move 
into – and between – cloud providers.  

Racemi Cloud Path compares the configurations of source and destination servers, then 
configures whatever network, storage and VM components are required in-flight. Of course 
there are some constraints on what Cloud Path can do: right now it only supports RHEL 
and CentOS servers. As the beta progresses, though, Racemi plans to add more OS 
platforms and cloud providers. When the promotional offer ends, the company will charge 
only for successful migrations, in order to position Cloud Path as a no-risk option. 

Racemi was founded in 2001 – long before its time – to provision, consolidate and migrate 
datacenters. It remains privately held. Flagship product DynaCenter, now in release 4.1, 
works by capturing OS, configuration and application images from a source server and 
storing them in an image library. New features in the latest release include support for CA 
Technologies' AppLogic (rapidly picking up steam as an application fabric layer), SAN 
multipath support and support for double-byte character languages.  

 

 

 

Racemi Cloud Path is SaaS for migrating existing 
applications to the cloud 

18 October 2011 – Market Development 
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Competition 

Years ago, when Racemi first shifted its focus from blade server hardware to rapid 
provisioning software, it found itself facing new rivals Altiris, Ejasent, Jareva 
Technologies, Moonlight Systems, Terraspring and Think Dynamics. Where are they 
now? Altiris, acquired by Symantec in 2007, is still in the market as Altiris Server 
Management Suite. It can do scripted OS installs as well as automated configuration. Ejasent 
and Jareva also ended up somewhere inside Symantec, in their cases via Veritas. 
Lumension Security, formerly PatchLink, bought Moonlight Systems, Sun snagged 
Terraspring, and Think Dynamics remains the kernel of IBM's Tivoli Provisioning 
Manager. 

Sadly for this generation of automation pioneers, their early efforts at rapid server 
provisioning were blindsided by the two biggest success stories in the history of automation: 
that is, BladeLogic and Opsware. Less subtle and capable but more widely adopted than 
their forebears, BladeLogic and Opsware prospered and eventually became the core of the 
much bigger automation portfolios now offered by BMC and Hewlett-Packard. In turn, 
BladeLogic and Opsware face a new generation of open source upstarts – Cfengine, 
Puppet Labs and Opscode (commercial backer of the Chef tool). 

Racemi's most constant rival, though, is PlateSpin, now part of Novell. Like Racemi, 
PlateSpin can encapsulate a server image in order to move it between physical and virtual 
hosts. Egenera, now partnering with HP; Scalent, now Advanced Infrastructure Manager 
within Dell; and RackWare each offer variations on dynamic workload management. 
Newer cloud-focused provisioning specialists include (but are not limited to) Verizon's 
CloudSwitch tool and RightScale. Both CloudSwitch and RightScale, however, depend on 
the presence of virtualization to permit them to capture images. It's Racemi Cloud Path's 
ability to take a physical server into the cloud that sets it apart.  

 
 
 
 
 
 
 
 
 
 
 
 
 
Reproduced by permission of The 451 Group; copyright 2010-11. This report was originally 
published within The 451 Group’s Market Insight Service. 
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Racemi Announces Public Beta for Software-as-a-Service to 

Migrate Windows Servers to Public Clouds at Fraction of Typical 

Cost 
 

Average migration savings of $800 per server, along with zero risk policy 

 

ATLANTA, July 25, 2012 – Racemi, the moving company for the cloud, announced 

an update to its beta software as a service Cloud Path, which added support for 

migrating Windows Server 2008 server images to public clouds with no infrastructure 

to buy or maintain and no upfront costs or fees. The previous version of the beta was 

focused on RHEL/CentOS based Linux servers. 

 

Cloud Path enables administrators to migrate their physical or virtual Windows or 

Linux servers to public cloud providers such as Amazon, Rackspace, and Terremark 

using an automated, unattended process. Cloud Path also supports automated 

migrations of cloud server instances between cloud providers, minimizing any unease 

over vendor lock-in. 

 

“We’re taking ease of use to a new level for any administrator that wants to migrate 

existing physical or virtual workloads to a public cloud resource,” said James Strayer, 
vice president of product management at Racemi. “There is no need to rebuild from 

scratch or use templates and scripts. Our solution provides automated, unattended 

migrations with minimal user effort.” 
 

Racemi Cloud Path offers zero-risk, pay-as-you-go licensing to ensure that 

customers are only billed for successful migrations. There is no faster or lower risk 

way to migrate to the cloud. As part of this beta update, customers are eligible for a 

50% discount through the end of August. 

 

Additional information regarding Racemi Cloud Path is available at www.racemi.com/ 
/index.php/products/cloudpathmenu. The Cloud Path Beta supports the migration of 

Windows 2008, RHEL 5.x and CentOS 5.x operating systems to Amazon EC2,  

Rackspace, and Terremark. Additional OS platforms and cloud providers will be 

added in subsequent updates to increase customer options. [NOTE: Specific 

information on pricing and availability to be added here.] 

 

Workloads are migrated to the cloud by comparing the configurations of the source 

and destination servers, and then configuring the necessary cloud tools, virtual 

machine components, disk, and network layout "in-flight" to ensure that the image 

can be run on the target cloud platform. Unlike other technologies, Racemi’s image-

based provisioning software does not require modifications to the application. 

 

About Racemi 

Racemi, the moving company for the cloud, has been named a “Cool Vendor” and 
has received other industry awards.  

 

The company builds server provisioning and cloud migration technology that allows 

businesses to quickly migrate their existing physical and virtual servers to, from and 

between cloud providers and across data centers. For CSPs (cloud service providers), 

Racemi is the fastest and best method for on-boarding customers to their cloud. 
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Racemi also enables customers and partners to automate private data center 

provisioning by leveraging its market-leading server imaging technology to rapidly 

provision physical, virtual or private cloud servers in any automated use case. 

 

For more information, visit www.racemi.com. 

#  #  # 

 
Racemi, the moving company for the cloud are marks of Racemi. All other trademarks 

referenced herein are the property of their respective owners. 
 

Contact: 

Glenn Rossman, Baker Communications Group, 914-623-8354, 

Racemi@bakercg.com 
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Racem i Announces Softw are - as- a- Service to Migra te Servers to 
Public Clouds a t  Fract ion of Typica l Cost  

 
Average m igrat ion savings of $800 per server, with zero r isk to custom ers 

 
ATLANTA, August  2 9 , 2 0 1 2  –  Racem i, the m oving com pany for the cloud, 
announced that  it s Cloud Path software as a service is now generally available for 
m igrat ing Windows and Linux server im ages to public clouds with no infrast ructure to 
buy or m aintain and no upfront  costs or fees. 
 
The fully-autom ated m igrat ion can be cont rolled from  a web browser, with cost  
savings on average of $800 per server versus a m anual m igrat ion to a public cloud 
provider, like Am azon EC2, GoGrid, Rackspace or Terrem ark. 
 
I n addit ion, Racem i Cloud Path’s zero- r isk, pay-as-you-go licensing plan ensures that  
custom ers are only billed for successful m igrat ions. There is no faster or lower r isk 
way to m igrate to the cloud. 
 
“We’re taking ease of use to a new level for  any adm inist rator that  wants to m igrate 
exist ing physical or virt ual workloads to a public cloud resource,”  said Jam es St rayer, 
vice president  of product  m anagem ent  at  Racem i. “There is no need to rebuild from  
scratch or use tem plates and scripts, which saves adm inist rators t im e, which 
t ranslates to significant  cost  savings versus m igrat ing a server m anually..”  
 
“There are few opt ions for m oving exist ing applicat ions to cloud plat form s and m ost  
of these opt ions are t im e-consum ing and expensive. A typical approach calls for in-
house or consult ing personnel to rebuild servers from  scratch and then m igrate the 
configurat ion and data m anually,”  said Rachel Chalm ers, vice president  of research, 
The 451 Group. “Cloud Path can autom at ically  m igrate exist ing physical or virtual 
servers to a cloud plat form , m eaning that  it  should be faster and m ore cost -effect ive 
than m oving servers over by hand.”  
 
Also, with Cloud Path, it ’s possible to autom at ically m igrate cloud instances between 
cloud providers, m inim izing any unease over vendor lock- in, as well as enabling high 
availabilit y or  disaster recovery st rategies that  span providers. 
 
Addit ional inform at ion regarding Racem i Cloud Path is available at  
www.racem i.com / cloudpathprom o. Cloud Path supports the m igrat ion of servers 
using Windows Server 2008 R2, RedHat  Enterpr ise Linux, and CentOS,operat ing 
system s (OS)  to Am azon EC2, GoGrid, Rackspace, and Terrem ark. Addit ional OS 
plat form s and cloud providers will be added in future updates to the software. 
 
The cost  for a server m igrat ion is $299 (volum e discounts are available)  with a 
special offer valid unt il Septem ber 30, 2012 for  $100 off of each m igrat ion, along 
with 20 GB free im age storage, 20 GB free bandwidth. This offer  islim ited to the 
init ial 100 custom ers that  sign up. 
 
Workloads are m igrated to the cloud by autom at ically  creat ing new cloud server 
instances, com paring the configurat ions of the source and dest inat ion servers, and 
then configuring the necessary cloud tools, virtual m achine com ponents, disk, and 
network layout  " in- flight "  to ensure that  the im age can be run on the new cloud 
plat form . Unlike other t echnologies, Racem i’s im age-based provisioning software 
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does not  require m odificat ions to the applicat ion. The solut ion is fully autom ated, 
providing unat tended m igrat ion support  that  require m inim al user effor t  
 
Ab out  Racem i  
Racem i, the m oving com pany for the cloud, has been nam ed a “Cool Vendor”  and 
has received other indust ry awards.  
 
The com pany builds server provisioning and cloud m igrat ion technology that  allows 
businesses to quickly m igrate their exist ing physical and virtual servers to, from  and 
between cloud providers and across data centers. For CSPs (cloud serv ice providers) ,  
Racem i is the fastest  and best  m ethod for on-boarding custom ers to their cloud. 
 
Racem i also enables custom ers and partners to autom ate private data center 
provisioning by leveraging it s m arket - leading server im aging technology to rapidly 
provision physical, virtual or  private cloud servers in any autom ated use case. 
 
For m ore inform at ion, visit  www.racem i.com . 

#   #   #  
 
Racem i, the m oving com pany for the cloud are m arks of Racem i. All other t radem arks 
referenced herein are the property of their  respect ive owners. 
 
Contact :  
Glenn Rossm an, Baker Com m unicat ions Group, 914-623-8354, 
Racem i@bakercg.com  
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